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Introduction

Cybercriminals keep on targeting online customers of banks. They are reaching ne w levels of
sophistication in their attacks . They refine their methods , and search for new ways to maximize their
illegal profit while minimizing their chance of detection. In this report, we will show you a recent
discovery by our Malicious Code Research Center (MCRC). We will expose the tools and method s a

cybergang used to successfully steal 300,000 Euro from German bank accounts during the first 2 2 days
of their cyber crime spree .

Our research shows, that this gang of cybercriminals used a combination of Trojans and money mules to successfully
avoid anti-fraud systems to rob bank accounts. This not only shows a new height of sophistication, but also signals the
start of a new trend in cybercrime. This new trend is a global one, as illustrated by several reports coming out the US
showing that bank accounts of SMBs have been lootedby cybercriminals using similar techniques.

This latest development moves bank Trojans used by cybercriminals to the next level. More than a year ago, Finjan
identified Zeus - another Trojan which today has become one of the most popular Trojans used by cybercriminals.

How d id these cybercriminals  avoid detection by anti -fraud systems ? What means and method s did they
use? How did they ensure that no money trail could betracedto them?

In this report, we will shed some light on these questions, including the cybercrime toolkits they used.

If you want to learn more about various infection techniques used by cybercriminals in general to evade detection
by security products, you can read about it in our previous publications that cover ed code obfuscations, evasive
techniques, and dynamic encryption methods.

Nature of t he attack

This specific attack was aimed at German banksdcustomers. It used websites (legitimate infected ones as well as
fake websites) as its vehicle to spread malicious code that was later used to steal online banking credentials. The
cybergang used the well-known commercial-grade LuckySpoilt crimeware toolkitt o expl oi t t he wuser ¢

install the Trojan on their PCs. Havingthe Troansuccessf ul | 'y i nst athé@RLZooerbank Trggan v i ct
toolkit was used to send instructionsandto c ont r ol the money t r hamksacceunts fiarmnmmey t h e

mules to the cybergang. The URLZone bank Trojanused various techniques to stay 6 under t heommandar 6
anti-fraud systems.

The command and control (C&C) server was hosted in Ukre
research information was provided to the German police for further investigation and action.

The Crimeware Toolkit s

As we reportedinourpr evi ous reports, it does not take much for to
with a Trojan. Using commercial software (crimeware toolkit) available for $100 -$300 on hacking forums, the
cybercriminal can easily launch a massive attack It allows him to insert exploiting code to vulnerable websites

(legitimate or fakes ones). Once a visitor visits one of the infected websites, an exploit code, served by the

crimeware toolkit, installs a Trojan on the PC in use.

The following screenshots were taken from the crimeware toolkit ( LuckySpoilt) administration panel. As indicated
below, the cybergang managed to attract around 90,000 visitors or potential victims. Out of this number of
visitors, 6,400 were infected Ta fAsuccess O s c ornetheyWworda, i mevery 74 to5l5uvisitots was
victimized.
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http://voices.washingtonpost.com/securityfix/2009/09/money_mules_carry_loot_for_org.html?hpid=sec-tech
http://www.finjan.com/Content.aspx?id=1979
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http://www.finjan.com/MCRCblog.aspx?EntryId=2153
http://www.finjan.com/MCRCblog.aspx?EntryId=2153
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http://www.finjan.com/MCRCblog.aspx?EntryId=2213

[country statistic]
[manage loaders]

[threads statistic]
[manage updates]

[referer statistic]
[manual]

[system statistic]
[manage options]

Referer statistic from 21.08.2008 15:00:00 to 26.082009 30:30:00

j from.|stan to Inuvmme et stat | share this page | simple update
orthlisf last hour last day last week
Traffic |IEE IET IE8 FF OoP
load hits |uniq load hits | uniq hits |uniq hits | uniq uniq hits |ul
ALL 6401(6.67%) [B8210[6557 [319(14.0)% 30290 [22846 [1827(7 99)% (12119 |9023 [416(4.60)% |60323 |49781 |3228(6.48)% 16 [2(12.9)% (303 |2
B371(6.70%) [7931 |6347 [316(14 4)% 30123 [22722 |1824(8 02)% (12041 [BI79 [416(4 63)% |59164 (49359 |3204(6 45)% 14 [2(14.2)% (302 |2
empty 30(3.79%) [191 [186 [3(192)% |161 121 71 43 151 414 |24(5.79)% 2 0 1 1
62pkonoocie de 0(0%) 2 2 [omy% o o 0 o 0 [ome 2 2 0 o 0 o
banners adultfriendfinder.com (0%) M2 (28 |0(0)% ) ) [l ) ) 0(0)% i) 0 [il 0 0 0 |0
monova.org (0%) 0 o oo 2 2 fi o 0 [ 5 5 0(0)% 0 [0 0 o
cool-download com (0%) 1 1 0{0)% 3 1 [l 2 o 0(0)% i) i) 0(0)% i) 0 0 |0
nixhast ws (0%) 3 2 [omy% o o 0 o 0 [ome 0 0 0(0)% 0 o 0 o
nixhost eu (0%) T [omy 0 o 0 o 0 [ome 0 0 0(0)% 0 o 0 o
nolsmmilogs ws (0%) T [1 o o o fi o 0 [ 0 0 0(0)% 0 [0 0 o
payoraction.com (0%) 1 1 0(0)% o o 0 o o 0(0)% 11} 1] 0(0)% 1] 0 0 |0
nalitics.co.in (0%) 1 1 0[0)% o o 0 o o 0(0)% 0 0 0(0)% 0 0 00
bestnonude.co.cc (0%) 1 1 0[0)% o o 0 o o 0(0)% 0 0 0(0)% 0 0 00
searchignited com (0%) T [1 oo o o fi o 0 [ 0 0 0(0)% 0 [o 0 o
ad wicz (0%) 1 1 0{0)% o o [l o o 0(0)% i) i) 0(0)% i) 0 [t}
scanonlinesite.com (0%) 1 1 0(0)% ) ) il ) ) 0(0)% i) i) 0(0)% i) 0 0 |0
3acpn.zaojiao.com.cn (0%) 1 1 0(0)% ) ) il ) ) 0(0)% i) i) 0(0)% i) 0 0 |0
kadets ru (0%) 1 1 (0% ) ) [l ) ) 0(0)% i) i) 0(0)% i) 0 0 |0
photo-school ru (0%) T[T [ompe o o 0 o 0 [0 0 0 0(0)% 0 [0 0 [0
megaporka.net (0%) 1 1 0[0)% o o 0 o o 0(0)% 0 0 0(0)% 0 0 00
Zkok testshox.ru (0%) 1 1 0[0)% o o 0 o o 0(0)% 0 0 0(0)% 0 0 00
s0n0a-systems com (0%) T [1 oo o o fi o 0 [ 0 0 0(0)% 0 [o 0 o
selfkill.com (0%) 1 1 0{0)% o o [l o o 0(0)% i) i) 0(0)% i) 0 [t}
files adbrite com (0%) 0 i) 0(0)% ) ) [il 1 1 0(0)% i) i) 0(0)% i) 0 0 |0
(0%) 0 0 0[0)% o o 0 1 1 0(0)% 0 0 0(0)% 0 0 00

[commtry stathsic]
manage leadens|

Pheadhs stashosic
Insaage spdates|

Dreterer stathsie |

[vysterm stathosic]
Imanaye opsam|

et sutate Do 21002000 10000 % NALI0M 110000

Couy[AL =]  tromfitet

or co s

real
340841 TR
1056400 1%
BOBAATa A%

share type  country thread from o desc

Wt luml

)

% pawtere

it hour Mol Suy et vk

Hrame
3408 100%
1A% %
000 200 7%
211100%

11779959 5%
Sham tu £ OO bty

showexs

Page puneamt o ) WGIDUEINN rasende

s )
Pohire phpTerapoetebl sdc VTS0 1 2071 4D aHSBESS

Vigeripatrun
Fohare pho P mapeetleslicfRO4C1 261 1T Mol 0AL

SN 53w

g ot | _show thie gage | uerole spdue |

n'lw

Y
A4 %
12089

ink

Fahare pho M magee #0451 HAS A EackB1 1 380441 B

exelav
W0 9%

BEE
lyJ‘
890 T2%
10 30%
%
[}070/0 Ta%

Finjan Malicious Code Research Center - CYBERCRIME INTELLIGENCE REPORT




The infected machines ended up with a bank Trojan 71 in this case, the URLzonebank Trojan. This nasty piece
of crimeware has the following features:

® Itlogs credentials and activities of bank accounts
® |t takes screenshots of webpages served by the websites mentioned before
® Installed on the victimsoé machines, it steals money
® It hides its fraudulent transactio  n(s) in the report screen of the compromised account
® |ts C&C server sends instructions over HTTP about the amount to be stolen and where the
stolen money should be deposited
® |talso logs and reports on other web accounts (e.g., Facebook, PayPal, Gmail) an d banks

from other countries

The Command & Control ~ System

Having infected t he vi ct i md sTrojCit theih tdmnedishiaethe C&C server to receive instructions. Our
research found instructions that included: the amount to steal from the bank account , t he money mul e
details to transfer the money, take a screenshot of the online banking interface , etc.

Screenshotf ound on t he .Htavaskaten byshe Jrefanwhbile the victim was
logged-in into the online ban king system

The communication between the Trojan and the C&C server is conducted over HTTP, having the data XOR
encrypted.
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Taking a closer look at the administration panel of the C&C management interface we see some of the instructions
sent to the Trojan as well as logs of successful money transfer transactions. For privacy reasons, we erased

identifiable information .

Moaute 03T || Oate 02-09-2008 161739

MTS_0IT: 15268 | Viewlog || Clex

i DROP STATUS PARALETR
N I %, +-0. 1500-10000 AdaEca
POSTZ %, +0. 150010000 AddEda
POST2 8%, =0, 5000-100000 l|  AddiEde
1 WA KR A L2 NN A nana AddEde
DEUTZ M RRr A2 BL2 N NI%, +Aa 03N AddEde
OEUT3 N KR va BLZ na na%, A nana Add/Eda
8PARY na kP o BLT N NN ol a0 AddEca
SPARD na KR s L2 NV A%, = a0 AdaEaa
SPARD na K aa 8.2 na nNa% «aa nana AddEda
GADY NS a2 BLZ e na% A ool Add/Edn
GAD2 KRN v 8L W%, ~na AN AddEda
GAD3 N KEY v R N LU LN S ] AdeEdR
HYPOY N K e BLZ i NI%, ~au 030 AddEda
HYPO2 wa KB va BLZ n na%, «na nana Add/Eda
HYPQ) A KD s BLD vy A%, -0a nany AddEda
SUCCESS TRANSIIR: TOOL S
CoxTraanw i
- BT JERSGITEINALITN LG - Uninstss 9510

Ugdate URL | hep

It appears that this cybergang knows how anti-fraud systems used by
banks these days work. Anti-fraud systems are desgined to detect
unusual money transfers as well as strange behaviour by its customers

on their accounts.

To minimize detection by anti-fraud systems, the cybergang used
various parameters to define the amount of money it will steal on each

transaction.

Criteria used by this cybergang included: making sure thatthe vi ct
balance is positive, ensuring that the amount to be stolen is not too
high, setting a random amount on each transaction, making sure that
the remaining balance remains postive. They are all aimed at
minimizing detection by the anti-fraud systems. The screenshot on the
right shows one of the forms to set such criteria.
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NAME: POST1
DROPSTATUS: ENABLED v
IF ACC BALANS "= A ]
MIN_AMOUNT:
MAX_AMOUNT:
LEAVE % (default 23)
CORRECT (default 100): b ]
DROPNANE:

MG NEONUMMER: |
= —
COMMENT: tigr ]
iexplore: firefox:

BROWSER: mozilla: avant:
maxthon: [ MyE:

[ <Back ][ Add/Save ]




Below is a snippet from the C&C code, showing how the exact amount to be stolen is calculated.

function mathim scsCES Ukt FIME TLIM FhIMN_TR $h &4 _TR §CORRECT FMAME)
i

G CCEIME TLIM ==-1 JandCEMETLIM <Sh M _ TR

return -1;

Yfthe account intemet transfer orders limit is lower than the defined minim um amount to steal do not perfom
the transadion

it CCRIME TLIM ==-1 JandCES hd =FIMET LIk 1)

i
FSUM M =FIME TLIN,
¥rsUumm isthe minimum of the overdraft and the internet transfer orders lim it

IMeduding a predefined percentage
FEUMM=FSUMM LFS UMM M O0*FC ORRECT Y,

F=etting SUMM as the minimum ofthe current calculated =um and a predefined maximum money to steal
IfCFS UMM =FMAax_ TR

1
FSUMM=FmMAN_TR;
}

return S UMM

.;'.;T-wn.&.}{EIETRAG M =xim un amournt) is the account balance + allowe d overdraft
FMAKBETRAG=FB AL AMS+FDISPO_LIMIT;

!.B...&MOLI KT =m athm axs(f 2AXBEE TR AS FIMET_LIMIT Fhilkl_ SO T Fd L2 A OURNT FLE AWE FRAMET;

.l'.l'.='1'-. random number in certain range iz deducted from the calculsted am ount
FAROUNT=F$2MOUIMT -rand=1 FCORRECTY

The Money Mule

Money mule accounts are legitimate bank accounts owned by legitimate bank users. To conduct their crime,

cybercriminals hire Omulesdé by falsely telling t heDoetdtheecyrrerdmr e w
economic slowdown, more and more innocent people find themselves becoming part of these criminal activities
without their knowledge. These bank account owners or fimulesbar e nor mal ly wunaware that

stolen money, but think that they are beingpai d f or Aworking from homed and o
Needless to say, social engineering is part of the scam. The money mule system avoids any direct links to the
cybercriminals i the fperfecto way to avoid detection!

Once a miledis hired by the cybergang, the stolen money is transferred to his/her bank account. Later on, the
fimuled is asked to transfer the stolen amount - after deduction of his or her commission - to a bank account
provided by the cybergang.

To avoid warning signs by anti-fraud systems at the bank, the money mule accounts are only used for a limited
number of times within a certain timeframe. Since banks monitor large bank transfers, the amount of money
deposited in a money mule account is predefined in order to stay under the ra dar.

We call this the Anti anti-fraud activity.
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The amount stolen by the cyber Jang | 09:39:04 2009824 GMT FIFAFHAWOHNCAIN
NAME=POST1

Le t @ow have a look at an account that was robbed by this | USERHOST=postbank.de

cybergang. On the right, you can find a log record of a transaction | USERAC{REMOVED)]

as found on the cybergang server. USERPASREMOVED]

BALANS=2027.69

As can be seen on the log transaction, th e C&C s ema n eiy INET_LIMIT=15000.00

instructions to the Trojan. The instruction included the amount to | PISPO_LIMIT=7000.00

be stolen and the money mule account number to be used to | MAXBETRAG=

Aimul ed t he sAfter the Trojamsuccesgfully executed its | BLZ=60050101

instructions on the ved back tonthes C&md |RUEAMOUNT=53,94
= AMOUNT=8576,31

server. The transaction was then logged as a fisucce

t r ans a intthisday,0we can find that the Trojan managed to %DROP_BLZ%=|LBBWHBANK STUTTGART|

steal Euro 8,576.31. Y%DROPNAME %6 xx¥|
%KONTONUMER%=|100000001

%BLZ%=|60010070|

%C1%=|Ref Nurh23454

%C2%=|Ref Nurh23454

%C3%=|Ref Nurh23454

. %C4%=|Ref Nurh23456
The cybergang knows, that once the victim report s the fraudulent COMMENT: Tigr

money transfer to his/her b a n k , t heir 06 bthes Brd e EXINE=

there. To minimize this risk, the Trojan creates a forged bank | 5 1E. 24.08.2009

report page that is then presented to the victim, effectively hiding | \ErgN: iexplore.exe 6.0.2900.2180
the fraudulent transaction. IP: 770.000.000

Avoidhgdet ecti on by -frabndesystem islordegoalaoh {
the cybergang; hiding the money transfer transaction from the
victim is the other.

The Trojan hides the transaction it conducted f r om t he vi cti mds
machine by forging a bank report screen on the infected computer.

In this case, the transferred amount is showed as Euro 53.94, instead of the real amount of Euro 8,576.31. The
Trojan generated a forged screen showing the transferred amount as Euro 53.94, and sent it back to its C&C as
an image as is shown below. If the victim would log-in into his/her online banking account from a different,
uninfected, computer, the real transaction will show up.

15085 4

* 00,004

Qs
HEnERRGE M O

L
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Taking a closer look at the outlined amounts in the screenshot, we can clearly find that the amount indicated as
being transferred is Euro 53,94. Thi s a mo u nt thesealffrAudulent nragnsaction conducted by the Trojan of
Euro 8,576.31. The total balance shown at the top of the bank statement of Euro 1,913.75 is forged by the Trojan.
The victim and the bank remain unaware of what has happened to this bank account.

How much did they make on their cybercrime spree?

® From August 11 until August 26, the cybergang stole a total of Euro 193,606, or about Eu ro 12,000 a
day .

® From August 30 at 15:50 until September 1 at 11.48, they stole a total of Euro 42,527 or about Euro
21,000 a day .

® There was a gap in their cybercrime activities of four days.

® |fwe consider this gap , we see that the cybergang made an esti mated total of around Euro 300,000
is just 22 days

® The longer the Trojan remains active, the more money is it able to steal for th is cybergang.

® On an annual basis, this cybergang could make closeto Euro 5 M.or$ 7.3 M. annually.

As per our policy, we informed the responsible German law enforcement agencies of the criminal activities of this
cybergang and the methods they use.
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